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Abstract
The term virus is dispersed to various domainscfee and biological framework is one that caubed to ma|
with the computer viruses .The artificial elemeotdife exists in computer virus and how it chandled in natural
frame is a curious question in itself but in thigpr we try give a biological mapping of computienses
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I ntroduction

Computer viruses have self replicating behavioni
the scenario dbiological viruses same property me
their growth possible. The factors like mutatioati
refers to the sudden change make their expail
more effective. In the natural immune systeke in

our body specific arrangement of specific cells
there that creates immunity factor . The activité:
white blood cells are responsible for the resig
against diseases in our body that are cause
external harmful element©nce there isttack on
our body by external elements then the identiftoa
of self and nonself is very crucial factor and &eo
important factor after this identification of nolifsis

the formation of specific element to defend again
and anyhow to stop virusrgwth in body . Furthe
activities include vaccine design .The artific
immune system consist of computationally intellig
system that get evolved from vertebrate imm
system and it includes the process of mact
learning and other problem solviagproaches .

There are many other factors that cause the sityil
between the life cycle of biological viruses ¢
computer viruses .This shows that there must e
mapping but the question arises , of what |
mapping . The answer lies ithe fact that if the
various phases and activity are mapped then
factors of defending must be similar but the sinitya
in this respect is very specific because the nesng
is that we cannotirectly retrieve the solution s
directly but we can y to follow the approaches !
biological systems . The objective of our is ratg!
around the same procedure as given above anc
to get the desired results from one domain to ae
other domain is not an easy task.
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Elements of Computer VirusLife Cycle
Computer virus life cycle includes the varic
parameters that matches with the biological virigs
cycle so it is said that computer virus sustaiifieidl
life. Various parameters that defines life are
follows[1]:

. Self production

. Inffoomation storage of a self product

. Mass energy conversion

. Interaction with surroundings

. Stabilityin concerned environme

. Evolution

Growth

. Resistance for survival

ONOUAWN R

These all factors explains how the liflows, the
same pattern get followed by the compuviruses,
they have the capacity of self production by -
property is their great strength for survival ¢
expansion.Computer virus take certain support
computer environment and utilizes its resourcwe
can say they interact with their surround
environment.

Computer viruses use the various techniques
encryption and other to save themselves f
classification and detection and thus they ha
specific resistance for their survival. The teques
used in metamorphic and polymorphic viru
includes the typical growth and evolution patt
.The concept of learning is very important becat:
determines the behaviour for performing the tasit
creates an identification for particular clas viruses
same thing happens with computer viruses as
learn from defender side for their growth and if
see from the side of antivirus designer the conoé
learning in artificial intelligence is used to se
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many problems one problem out of theis the
problem of computer viruses .Thus we can say
computer virus exhibits the artificial lif

The actual way used by biological viruses in tl
survival is almost same because both domain ha
face same element of life during its life cycleus
with this approach retrieval becomes easy tow
defending the problem of computer virus:

Clonal Selection Approach
Various artificial immune system uses the apprc
of clonal selection that is a biological approi
representing the flow of immmity generation. It
includes the various factors that makefficient that
are:
1. Each lymphocyte occupy single recef
containingUnique specificity
2. Cell activatio involves receptor occupatic
3. Derived cells will contain specificity simile
to parent cell.
4. Lymphocytes containing receptors for <
molecules shall be removed in early ph

Figure 2 explains the clonaklection o lymphocytes
in different phases. These are the predictions us
this theory and this approach get widely usec
artificial immune systems .For computer virus

same approach can be used and a clonal moc
computer virus framework will be a amazi
implementation of this approach.

The genetic algorithms and the neural network

follow the biological theme and wely used for
detecting computer viruse¥arious factors that at
used in genetic algorithm are [3]:-

1. Mutation

2. Crossover

3. Fitness function

These factors are used in genetic algorithms tees
different type of problems and can also be
effedively in biological domain. Another approa
includes the neural network methods that are iegj
from the neurons in animals and these are mapp
shown below in computer domain.

http: // www.ijesrt.com

ISSN: 2277-9655

Ingait Hidden La wer Dulput
Layar — Lansar
=)
\___.—"-'-F il
Input #1 —= L /;:'
-

L,

nput#2 —{ %
Rs

. P /-.-
Input #3 —|
" AN

Input &4 - -—(:_/_—::__ _\:}\E_‘/
A
Figl. Neural network

The problems related to patteidentification and
classification are solved by these procedures

efficiently and frequently and these problems hiav
solve by solvers during various analysis

thesedpproaches are very efficie
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Fig2: Clonal selection [2]

Clonal-Selection of Lymphocytes:

1)A hematopoietic stem cell undergc
differentiation and genetic rearrangement to prex
2) immature lymphocytes with many differe
antigen receptors. Those that bind to 3) antigesms
the body's own tissues are destroyed, while tist
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mature into 4) inactive lymphocytes. Most of these
will never encounter a matching 5) foreign antigen,
but those that do are activated and produce 6) many
clones of themselves

Another most challenging factor is to develop a
method to simulate and then to implement all these
approaches in a single module and then expand
accordingly. The challenging issues are as follows:

1. Self and non self identification
2. Dealing with frequent nature changing
viruses.

There are many other approaches that are present in
this domain but we covered the main that are most
relevant of the problem of computer viruses . Prope
dealing with the defined problems and proper
arrangement of approaches will lead to strong
biological model in near future.

Conclusion

In this paper we discussed various approaches of
biological domain and try to give a compatible view
of these approaches with computer domain. | also
discussed clonal selection procedure and its usage
computer virus domain .With this finally i discudse
various problem that is needed to be resolved ar ne
future .
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